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ANNOUNCEMENT BY THE SPEAKER PRO TEMPORE 
The SPEAKER pro tempore (during 

the vote). Members are advised there is 
1 minute remaining in this vote. 

b 2146 

So the conference report was agreed 
to. 

The result of the vote was announced 
as above recorded. 

A motion to reconsider was laid on 
the table. 

Stated for: 
Mr. MCCRERY. Mr. Speaker, on rollcall No. 

486 I was unavoidably detained. Had I been 
present, I would have voted ‘‘yea.’’ 

Mr. JEFFERSON. Mr. Speaker, I am in 
favor of the conference report and I thank the 
Defense appropriations subcommittee for its 
hard work. Had I been present for the vote, I 
would have voted ‘‘yea.’’ 

f 

ANNOUNCEMENT BY THE SPEAKER 
PRO TEMPORE 

The SPEAKER pro tempore. Pursu-
ant to clause 8 of rule XX, the Chair 
will postpone further proceedings 
today on motions to suspend the rules 
on which a recorded vote or the yeas 
and nays are ordered, or on which the 
vote is objected to under clause 6 of 
rule XX. 

Record votes on postponed questions 
will be taken tomorrow. 

f 

VETERANS IDENTITY AND CREDIT 
SECURITY ACT OF 2006 

Mr. BUYER. Mr. Speaker, I move to 
suspend the rules and pass the bill 
(H.R. 5835) to amend title 38, United 
States Code, to improve information 
management within the Department of 
Veterans Affairs, and for other pur-
poses, as amended. 

The Clerk read as follows: 
H.R. 5835 

Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in 
Congress assembled, 
SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘Veterans 
Identity and Credit Security Act of 2006’’. 
SEC. 2. FEDERAL AGENCY DATA BREACH NOTIFI-

CATION REQUIREMENTS. 
(a) AUTHORITY OF DIRECTOR OF OFFICE OF 

MANAGEMENT AND BUDGET TO ESTABLISH 
DATA BREACH POLICIES.—Section 3543(a) of 
title 44, United States Code, is amended— 

(1) by striking ‘‘and’’ at the end of para-
graph (7); 

(2) by striking the period and inserting ‘‘; 
and’’ at the end of paragraph (8); and 

(3) by adding at the end the following: 
‘‘(9) establishing policies, procedures, and 

standards for agencies to follow in the event 
of a breach of data security involving the 
disclosure of sensitive personal information 
and for which harm to an individual could 
reasonably be expected to result, specifically 
including— 

‘‘(A) a requirement for timely notice to be 
provided to those individuals whose sensitive 
personal information could be compromised 
as a result of such breach, except no notice 
shall be required if the breach does not cre-
ate a reasonable risk of identity theft, fraud, 
or other unlawful conduct regarding such in-
dividual; 

‘‘(B) guidance on determining how timely 
notice is to be provided; and 

‘‘(C) guidance regarding whether addi-
tional special actions are necessary and ap-
propriate, including data breach analysis, 
fraud resolution services, identity theft in-
surance, and credit protection or monitoring 
services.’’. 

(b) AUTHORITY OF CHIEF INFORMATION OFFI-
CER TO ENFORCE DATA BREACH POLICIES AND 
DEVELOP AND MAINTAIN INVENTORIES.—Sec-
tion 3544(a)(3) of title 44, United States Code, 
is amended— 

(1) by inserting after ‘‘authority to ensure 
compliance with’’ the following: ‘‘and, to the 
extent determined necessary and explicitly 
authorized by the head of the agency, to en-
force’’; 

(2) by striking ‘‘and’’ at the end of subpara-
graph (D); 

(3) by inserting ‘‘and’’ at the end of sub-
paragraph (E); and 

(4) by adding at the end the following: 
‘‘(F) developing and maintaining an inven-

tory of all personal computers, laptops, or 
any other hardware containing sensitive per-
sonal information;’’. 

(c) INCLUSION OF DATA BREACH NOTIFICA-
TION IN AGENCY INFORMATION SECURITY PRO-
GRAMS.—Section 3544(b) of title 44, United 
States Code, is amended— 

(1) by striking ‘‘and’’ at the end of para-
graph (7); 

(2) by striking the period and inserting ‘‘; 
and’’ at the end of paragraph (8); and 

(3) by adding at the end the following: 
‘‘(9) procedures for notifying individuals 

whose sensitive personal information is com-
promised consistent with policies, proce-
dures, and standards established under sec-
tion 3543(a)(9) of this title.’’. 

(d) AUTHORITY OF AGENCY CHIEF HUMAN 
CAPITAL OFFICERS TO ASSESS FEDERAL PER-
SONAL PROPERTY.—Section 1402(a) of title 5, 
United States Code, is amended— 

(1) by striking ‘‘, and’’ at the end of para-
graph (5) and inserting a semicolon; 

(2) by striking the period and inserting ‘‘; 
and’’ at the end of paragraph (6); and 

(3) by adding at the end the following: 
‘‘(7) prescribing policies and procedures for 

exit interviews of employees, including a full 
accounting of all Federal personal property 
that was assigned to the employee during 
the course of employment.’’. 

(e) SENSITIVE PERSONAL INFORMATION DEFI-
NITION.—Section 3542(b) of title 44, United 
States Code, is amended by adding at the end 
the following new paragraph: 

‘‘(4) The term ‘sensitive personal informa-
tion’, with respect to an individual, means 
any information about the individual main-
tained by an agency, including— 

‘‘(A) education, financial transactions, 
medical history, and criminal or employ-
ment history; 

‘‘(B) information that can be used to dis-
tinguish or trace the individual’s identity, 
including name, social security number, date 
and place of birth, mother’s maiden name, or 
biometric records; or 

‘‘(C) any other personal information that is 
linked or linkable to the individual.’’. 
SEC. 3. UNDER SECRETARY FOR INFORMATION 

SERVICES. 
(a) UNDER SECRETARY.—Chapter 3 of title 

38, United States Code, is amended by insert-
ing after section 307 the following new sec-
tion: 
‘‘§ 307A. Under Secretary for Information 

Services 
‘‘(a) UNDER SECRETARY.—There is in the 

Department an Under Secretary for Informa-
tion Services, who is appointed by the Presi-
dent, by and with the advice and consent of 
the Senate. The Under Secretary shall be the 
head of the Office of Information Services 
and shall perform such functions as the Sec-
retary shall prescribe. 
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‘‘(b) SERVICE AS CHIEF INFORMATION OFFI-

CER.—Notwithstanding any other provision 
of law, the Under Secretary for Information 
Services shall serve as the Chief Information 
Officer of the Department under section 310 
of this title.’’. 

(b) CLERICAL AMENDMENT.—The table of 
sections at the beginning of such chapter is 
amended by inserting after the item relating 
to section 307 the following new item: 
‘‘307A. Under Secretary for Information 

Services.’’. 
(c) CONFORMING AMENDMENT.—Section 

308(b) of such title is amended by striking 
paragraph (5) and redesignating paragraphs 
(6) through (11) as paragraphs (5) through 
(10), respectively. 
SEC. 4. DEPARTMENT OF VETERANS AFFAIRS IN-

FORMATION SECURITY. 
(a) INFORMATION SECURITY.—Chapter 57 of 

title 38, United States Code, is amended by 
adding at the end the following new sub-
chapter: 

‘‘SUBCHAPTER III—INFORMATION 
SECURITY 

‘‘§ 5721. Definitions 
‘‘For the purposes of this subchapter: 
‘‘(1) The term ‘sensitive personal informa-

tion’, with respect to an individual, means 
any information about the individual main-
tained by an agency, including— 

‘‘(A) education, financial transactions, 
medical history, and criminal or employ-
ment history; 

‘‘(B) information that can be used to dis-
tinguish or trace the individual’s identity, 
including name, social security number, date 
and place of birth, mother’s maiden name, or 
biometric records; or 

‘‘(C) any other personal information that is 
linked or linkable to the individual. 

‘‘(2) The term ‘data breach’ means the loss, 
theft, or other unauthorized access to data 
containing sensitive personal information, in 
electronic or printed form, that results in 
the potential compromise of the confiden-
tiality or integrity of the data. 

‘‘(3) The term ‘data breach analysis’ means 
the identification of any misuse of sensitive 
personal information involved in a data 
breach. 

‘‘(4) The term ‘fraud resolution services’ 
means services to assist an individual in the 
process of recovering and rehabilitating the 
credit of the individual after the individual 
experiences identity theft. 

‘‘(5) The term ‘identity theft’ has the 
meaning given such term under section 603 of 
the Fair Credit Reporting Act (15 U.S.C. 
1681a). 

‘‘(6) The term ‘identity theft insurance’ 
means any insurance policy that pays bene-
fits for costs, including travel costs, notary 
fees, and postage costs, lost wages, and legal 
fees and expenses associated with the iden-
tity theft of the insured individual. 

‘‘(7) The term ‘principal credit reporting 
agency’ means a consumer reporting agency 
as described in section 603(p) of the Fair 
Credit Reporting Act (15 U.S.C. 1681a(p)). 
‘‘§ 5722. Office of the Under Secretary for In-

formation Services 
‘‘(a) DEPUTY UNDER SECRETARIES.—The Of-

fice of the Under Secretary for Information 
Services shall consist of the following: 

‘‘(1) The Deputy Under Secretary for Infor-
mation Services for Security, who shall 
serve as the Senior Information Security Of-
ficer of the Department. 

‘‘(2) The Deputy Under Secretary for Infor-
mation Services for Operations and Manage-
ment. 

‘‘(3) The Deputy Under Secretary for Infor-
mation Services for Policy and Planning. 

‘‘(b) APPOINTMENTS.—Appointments under 
subsection (a) shall be made by the Sec-

retary, notwithstanding the limitations of 
section 709 of this title. 

‘‘(c) QUALIFICATIONS.—At least one of posi-
tions established and filled under subsection 
(a) shall be filled by an individual who has at 
least five years of continuous service in the 
Federal civil service in the executive branch 
immediately preceding the appointment of 
the individual as a Deputy Under Secretary. 
For purposes of determining such continuous 
service of an individual, there shall be ex-
cluded any service by such individual in a 
position— 

‘‘(1) of a confidential, policy-determining, 
policy-making, or policy-advocating char-
acter; 

‘‘(2) in which such individual served as a 
noncareer appointee in the Senior Executive 
Service, as such term is defined in section 
3132(a)(7) of title 5; or 

‘‘(3) to which such individual was ap-
pointed by the President. 
‘‘§ 5723. Information security management 

‘‘(a) RESPONSIBILITIES OF CHIEF INFORMA-
TION OFFICER.—To support the economical, 
efficient, and effective execution of subtitle 
III of chapter 35 of title 44, and policies and 
plans of the Department, the Secretary shall 
ensure that the Chief Information Officer of 
the Department has the authority and con-
trol necessary to develop, approve, imple-
ment, integrate, and oversee the policies, 
procedures, processes, activities, and sys-
tems of the Department relating to that sub-
title, including the management of all re-
lated mission applications, information re-
sources, personnel, and infrastructure. 

‘‘(b) ANNUAL COMPLIANCE REPORT.—Not 
later than March 1 of each year, the Sec-
retary shall submit to the Committees on 
Veterans’ Affairs of the Senate and House of 
Representatives, the Committee on Govern-
ment Reform of the House of Representa-
tives, and the Committee on Homeland Secu-
rity and Governmental Affairs of the Senate, 
a report on the Department’s compliance 
with subtitle III of chapter 35 of title 44. The 
information in such report shall be displayed 
in the aggregate and separately for each Ad-
ministration, office, and facility of the De-
partment. 

‘‘(c) REPORTS TO SECRETARY OF COMPLIANCE 
DEFICIENCIES.—(1) At least once every 
month, the Chief Information Officer shall 
report to the Secretary any deficiency in the 
compliance with subtitle III of chapter 35 of 
title 44 of the Department or any Adminis-
tration, office, or facility of the Department. 

‘‘(2) The Chief Information Officer shall 
immediately report to the Secretary any sig-
nificant deficiency in such compliance. 

‘‘(d) DATA BREACHES.—(1) The Chief Infor-
mation Officer shall immediately provide no-
tice to the Secretary of any data breach. 

‘‘(2) Immediately after receiving notice of 
a data breach under paragraph (1), the Sec-
retary shall provide notice of such breach to 
the Director of the Office of Management 
and Budget, the Inspector General of the De-
partment, and, if appropriate, the Federal 
Trade Commission and the United States Se-
cret Service. 

‘‘(e) BUDGETARY MATTERS.—When the 
budget for any fiscal year is submitted by 
the President to Congress under section 1105 
of title 31, the Secretary shall submit to 
Congress a report that identifies amounts re-
quested for Department implementation and 
remediation of and compliance with this sub-
chapter and subtitle III of chapter 35 of title 
44. The report shall set forth those amounts 
both for each Administration within the De-
partment and for the Department in the ag-
gregate and shall identify, for each such 
amount, how that amount is aligned with 
and supports such implementation and com-
pliance. 

‘‘§ 5724. Congressional reporting and notifica-
tion of data breaches 
‘‘(a) QUARTERLY REPORTS.—(1) Not later 

than 30 days after the last day of a fiscal 
quarter, the Secretary shall submit to the 
Committees on Veterans’ Affairs of the Sen-
ate and House of Representatives a report on 
any data breach with respect to sensitive 
personal information processed or main-
tained by the Department that occurred dur-
ing that quarter. 

‘‘(2) Each report submitted under para-
graph (1) shall identify, for each data breach 
covered by the report, the Administration 
and facility of the Department responsible 
for processing or maintaining the sensitive 
personal information involved in the data 
breach. 

‘‘(b) NOTIFICATION OF SIGNIFICANT DATA 
BREACHES.—(1) In the event of a data breach 
with respect to sensitive personal informa-
tion processed or maintained by the Sec-
retary that the Secretary determines is sig-
nificant, the Secretary shall provide notice 
of such breach to the Committees on Vet-
erans’ Affairs of the Senate and House of 
Representatives. 

‘‘(2) Notice under paragraph (1) shall be 
provided promptly following the discovery of 
such a data breach and the implementation 
of any measures necessary to determine the 
scope of the breach, prevent any further 
breach or unauthorized disclosures, and rea-
sonably restore the integrity of the data sys-
tem. 
‘‘§ 5725. Data breaches 

‘‘(a) INDEPENDENT RISK ANALYSIS.—(1) In 
the event of a data breach with respect to 
sensitive personal information that is proc-
essed or maintained by the Secretary, the 
Secretary shall ensure that, as soon as pos-
sible after the data breach, a non-Depart-
ment entity conducts an independent risk 
analysis of the data breach to determine the 
level of risk associated with the data breach 
for the potential misuse of any sensitive per-
sonal information involved in the data 
breach. 

‘‘(2) If the Secretary determines, based on 
the findings of a risk analysis conducted 
under paragraph (1), that a reasonable risk 
exists for the potential misuse of sensitive 
information involved in a data breach, the 
Secretary shall provide credit protection 
services in accordance with section 5726 of 
this title. 

‘‘(b) NOTIFICATION.—(1) In the event of a 
data breach with respect to sensitive per-
sonal information that is processed or main-
tained by the Secretary, the Secretary shall 
provide to an individual whose sensitive per-
sonal information is involved in that breach 
notice of the data breach— 

‘‘(A) in writing; or 
‘‘(B) by email, if— 
‘‘(i) the Department’s primary method of 

communication with the individual is by 
email; and 

‘‘(ii) the individual has consented to re-
ceive such notification. 

‘‘(2) Notice provided under paragraph (1) 
shall— 

‘‘(A) describe the circumstances of the data 
breach and the risk that the breach could 
lead to misuse, including identity theft, in-
volving the sensitive personal information of 
the individual; 

‘‘(B) describe the specific types of sensitive 
personal information that was compromised 
as a part of the data breach; 

‘‘(C) describe the actions the Department 
is taking to remedy the data breach; 

‘‘(D) inform the individual that the indi-
vidual may request a fraud alert and credit 
security freeze under this section; 

‘‘(E) clearly explain the advantages and 
disadvantages to the individual of receiving 
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fraud alerts and credit security freezes under 
this section; and 

‘‘(F) includes such other information as 
the Secretary determines is appropriate. 

‘‘(3) The notice required under paragraph 
(1) shall be provided promptly following the 
discovery of a data breach and the imple-
mentation of any measures necessary to de-
termine the scope of the breach, prevent any 
further breach or unauthorized disclosures, 
and reasonably restore the integrity of the 
data system. 

‘‘(c) REPORT.—For each data breach with 
respect to sensitive personal information 
processed or maintained by the Secretary, 
the Secretary shall promptly submit to the 
Committees on Veterans’ Affairs of the Sen-
ate and House of Representatives a report 
containing the findings of any independent 
risk analysis conducted under subsection 
(a)(1), any determination of the Secretary 
under subsection (a)(2), and a description of 
any credit protection services provided under 
section 5726 of this title. 

‘‘(d) FINAL DETERMINATION.—Notwith-
standing sections 511 and 7104(a) of this title, 
any determination of the Secretary under 
subsection (a)(2) with respect to the reason-
able risk for the potential misuse of sen-
sitive information involved in a data breach 
is final and conclusive and may not be re-
viewed by any other official, administrative 
body, or court, whether by an action in the 
nature of mandamus or otherwise. 

‘‘(e) FRAUD ALERTS.—(1) In the event of a 
data breach with respect to sensitive per-
sonal information that is processed or main-
tained by the Secretary, the Secretary shall 
arrange, upon the request of an individual 
whose sensitive personal information is in-
volved in the breach to a principal credit re-
porting agency with which the Secretary has 
entered into a contract under section 5726(d) 
and at no cost to the individual, for the prin-
cipal credit reporting agency to provide 
fraud alert services for that individual for a 
period of not less than one year, beginning 
on the date of such request, unless the indi-
vidual requests that such fraud alert be re-
moved before the end of such period, and the 
agency receives appropriate proof of the 
identity of the individual for such purpose. 

‘‘(2) The Secretary shall arrange for each 
principal credit reporting agency referred to 
in paragraph (1) to provide any alert re-
quested under such subsection in the file of 
the individual along with any credit score 
generated in using that file, for a period of 
not less than one year, beginning on the date 
of such request, unless the individual re-
quests that such fraud alert be removed be-
fore the end of such period, and the agency 
receives appropriate proof of the identity of 
the individual for such purpose. 

‘‘(f) CREDIT SECURITY FREEZE.—(1) In the 
event of a data breach with respect to sen-
sitive personal information that is processed 
or maintained by the Secretary, the Sec-
retary shall arrange, upon the request of an 
individual whose sensitive personal informa-
tion is involved in the breach and at no cost 
to the individual, for each principal credit 
reporting agency to apply a security freeze 
to the file of that individual for a period of 
not less than one year, beginning on the date 
of such request, unless the individual re-
quests that such security freeze be removed 
before the end of such period, and the agency 
receives appropriate proof of the identity of 
the individual for such purpose. 

‘‘(2) The Secretary shall arrange for a prin-
cipal credit reporting agency applying a se-
curity freeze under paragraph (1)— 

‘‘(A) to send a written confirmation of the 
security freeze to the individual within five 
business days of applying the freeze; 

‘‘(B) to refer the information regarding the 
security freeze to other consumer reporting 
agencies; 

‘‘(C) to provide the individual with a 
unique personal identification number or 
password to be used by the individual when 
providing authorization for the release of the 
individual’s credit for a specific party or pe-
riod of time; and 

‘‘(D) upon the request of the individual, to 
temporarily lift the freeze for a period of 
time specified by the individual, beginning 
not later than three business days after the 
date on which the agency receives the re-
quest. 
‘‘§ 5726. Provision of credit protection serv-

ices 
‘‘(a) COVERED INDIVIDUAL.—For purposes of 

this section, a covered individual is an indi-
vidual whose sensitive personal information 
that is processed or maintained by the De-
partment (or any third-party entity acting 
on behalf of the Department) is involved, on 
or after August 1, 2005, in a data breach for 
which the Secretary determines a reasonable 
risk exists for the potential misuse of sen-
sitive personal information under section 
5725(a)(2) of this title. 

‘‘(b) NOTIFICATION.—(1) In addition to any 
notice required under subsection 5725(b) of 
this title, the Secretary shall provide to a 
covered individual notice in writing that— 

‘‘(A) the individual may request credit pro-
tection services under this section; 

‘‘(B) clearly explains the advantages and 
disadvantages to the individual of receiving 
credit protection services under this section; 

‘‘(E) includes a notice of which principal 
credit reporting agency the Secretary has 
entered into a contract with under sub-
section (d), and information about request-
ing services through that agency; 

‘‘(C) describes actions the individual can or 
should take to reduce the risk of identity 
theft; and 

‘‘(D) includes such other information as 
the Secretary determines is appropriate. 

‘‘(2) The notice required under paragraph 
(1) shall be made as promptly as possible and 
without unreasonable delay following the 
discovery of a data breach for which the Sec-
retary determines a reasonable risk exists 
for the potential misuse of sensitive personal 
information under section 5725(a)(2) of this 
title and the implementation of any meas-
ures necessary to determine the scope of the 
breach, prevent any further breach or unau-
thorized disclosures, and reasonably restore 
the integrity of the data system. 

‘‘(3) The Secretary shall ensure that each 
notification under paragraph (1) includes a 
form or other means for readily requesting 
the credit protection services under this sec-
tion. Such form or other means may include 
a telephone number, email address, or Inter-
net website address. 

‘‘(c) AVAILABILITY OF SERVICES THROUGH 
OTHER GOVERNMENT AGENCIES.—If a service 
required to be provided under this section is 
available to a covered individual through an-
other department or agency of the Govern-
ment, the Secretary and the head of that de-
partment or agency may enter into an agree-
ment under which the head of that depart-
ment or agency agrees to provide that serv-
ice to the covered individual. 

‘‘(d) CONTRACT WITH CREDIT REPORTING 
AGENCY.—Subject to the availability of ap-
propriations and notwithstanding any other 
provision of law, the Secretary shall enter 
into contracts or other agreements as nec-
essary with one or more principal credit re-
porting agencies in order to ensure, in ad-
vance, the provision of credit protection 
services under this section and fraud alerts 
and security freezes under section 5725 of 
this title. Any such contract or agreement 
may include provisions for the Secretary to 
pay the expenses of such a credit reporting 
agency for the provision of such services. 

‘‘(e) DATA BREACH ANALYSIS.—The Sec-
retary shall arrange, upon the request of a 
covered individual and at no cost to the indi-
vidual, to provide data breach analysis for 
the individual for a period of not less than 
one year, beginning on the date of such re-
quest. 

‘‘(f) PROVISION OF CREDIT MONITORING 
SERVICES AND IDENTITY THEFT INSURANCE.— 
During the one-year period beginning on the 
date on which the Secretary notifies a cov-
ered individual that the individual’s sen-
sitive personal information is involved in a 
data breach, the Secretary shall arrange, 
upon the request of the individual and with-
out charge to the individual, for the provi-
sion of credit monitoring services to the in-
dividual. Credit monitoring services under 
this subsection shall include each of the fol-
lowing: 

‘‘(1) One copy of the credit report of the in-
dividual every three months. 

‘‘(2) Fraud resolution services for the indi-
vidual. 

‘‘(3) Identity theft insurance in a coverage 
amount that does not exceed $30,000 in aggre-
gate liability for the insured. 

‘‘§ 5727. Contracts for data processing or 
maintenance 
‘‘(a) CONTRACT REQUIREMENTS.—If the Sec-

retary enters into a contract for the per-
formance of any Department function that 
requires access to sensitive personal infor-
mation, the Secretary shall require as a con-
dition of the contract that— 

‘‘(1) the contractor shall not, directly or 
through an affiliate of the contractor, dis-
close such information to any other person 
unless the disclosure is lawful and is ex-
pressly permitted under the contract; 

‘‘(2) the contractor, or any subcontractor 
for a subcontract of the contract, shall 
promptly notify the Secretary of any data 
breach that occurs with respect to such in-
formation. 

‘‘(b) LIQUIDATED DAMAGES.—Each contract 
subject to the requirements of subsection (a) 
shall provide for liquidated damages to be 
paid by the contractor to the Secretary in 
the event of a data breach with respect to 
any sensitive personal information processed 
or maintained by the contractor or any sub-
contractor under that contract. 

‘‘(c) PROVISION OF CREDIT PROTECTION 
SERVICES.—Any amount collected by the 
Secretary under subsection (b) shall be de-
posited in or credited to the Department ac-
count from which the contractor was paid 
and shall remain available for obligation 
without fiscal year limitation exclusively for 
the purpose of providing credit protection 
services in accordance with section 5726 of 
this title. 

‘‘§ 5728. Authorization of appropriations 
‘‘There are authorized to be appropriated 

to carry out this subchapter such sums as 
may be necessary for each fiscal year.’’. 

(b) CLERICAL AMENDMENT.—The table of 
sections at the beginning of such chapter is 
amended by adding at the end the following 
new items: 

‘‘SUBCHAPTER III—INFORMATION SECURITY 
‘‘5721. Definitions. 
‘‘5722. Office of the Under Secretary for In-

formation Services. 
‘‘5723. Information security management. 
‘‘5724. Congressional reporting and notifica-

tion of data breaches. 
‘‘5725. Data breaches. 
‘‘5726. Provision of credit protection serv-

ices. 
‘‘5727. Contracts for data processing or main-

tenance. 
‘‘5728. Authorization of appropriations.’’. 

(c) DEADLINE FOR REGULATIONS.—Not later 
than 60 days after the date of the enactment 
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of this Act, the Secretary of Veterans Affairs 
shall publish regulations to carry out sub-
chapter III of chapter 57 of title 38, United 
States Code, as added by subsection (a). 
SEC. 5. REPORT ON FEASIBILITY OF USING PER-

SONAL IDENTIFICATION NUMBERS 
FOR IDENTIFICATION. 

Not later than 180 days after the date of 
the enactment of this Act, the Secretary of 
Veterans Affairs shall submit to Congress a 
report containing the assessment of the Sec-
retary with respect to the feasibility of using 
personal identification numbers instead of 
Social Security numbers for the purpose of 
identifying individuals whose sensitive per-
sonal information (as that term is defined in 
section 5721 of title 38, United States Code, 
as added by section 4) is processed or main-
tained by the Secretary. 
SEC. 6. DEADLINE FOR APPOINTMENTS. 

(a) DEADLINE.—Not later than 180 days 
after the date of the enactment of this Act— 

(1) the President shall nominate an indi-
vidual to serve as the Under Secretary of 
Veterans Affairs for Information Services 
under section 307A of title 38, United States 
Code, as added by section 3; and 

(2) the Secretary of Veterans Affairs shall 
appoint an individual to serve as each of the 
Deputy Under Secretaries of Veterans Af-
fairs for Information Services under section 
5722 of such title, as added by section 4. 

(b) REPORT.—Not later than 30 days after 
the date of the enactment of this Act, and 
every 30 days thereafter until the appoint-
ments described in subsection (a) are made, 
the Secretary of Veterans Affairs shall sub-
mit to Congress a report describing the 
progress of such appointments. 
SEC. 7. INFORMATION SECURITY EDUCATION AS-

SISTANCE PROGRAM. 
(a) PROGRAM REQUIRED.—Title 38, United 

States Code, is amended by inserting after 
chapter 78 the following new chapter: 

‘‘CHAPTER 79—INFORMATION SECURITY 
EDUCATION ASSISTANCE PROGRAM 

‘‘Sec. 
‘‘7901. Programs; purpose. 
‘‘7902. Scholarship program. 
‘‘7903. Education debt reduction program. 
‘‘7904. Preferences in awarding financial as-

sistance. 
‘‘7905. Requirement of honorable discharge 

for veterans receiving assist-
ance. 

‘‘7906. Regulations. 
‘‘7907. Termination. 
‘‘§ 7901. Programs; purpose 

‘‘(a) IN GENERAL.—To encourage the re-
cruitment and retention of Department per-
sonnel who have the information security 
skills necessary to meet Department re-
quirements, the Secretary shall carry out 
programs in accordance with this chapter to 
provide financial support for education in 
computer science and electrical and com-
puter engineering at accredited institutions 
of higher education. 

‘‘(b) TYPES OF PROGRAMS.—The programs 
authorized under this chapter are as follows: 

‘‘(1) Scholarships for pursuit of doctoral 
degrees in computer science and electrical 
and computer engineering at accredited in-
stitutions of higher education. 

‘‘(2) Education debt reduction for Depart-
ment personnel who hold doctoral degrees in 
computer science and electrical and com-
puter engineering at accredited institutions 
of higher education. 
‘‘§ 7902. Scholarship program 

‘‘(a) AUTHORITY.—(1) Subject to the avail-
ability of appropriations, the Secretary shall 
establish a scholarship program under which 
the Secretary shall, subject to subsection 
(d), provide financial assistance in accord-
ance with this section to a qualified person— 

‘‘(A) who is pursuing a doctoral degree in 
computer science or electrical or computer 
engineering at an accredited institution of 
higher education; and 

‘‘(B) who enters into an agreement with 
the Secretary as described in subsection (b). 

‘‘(2)(A) Except as provided under subpara-
graph (B), the Secretary may provide finan-
cial assistance under this section to an indi-
vidual for up to five years. 

‘‘(B) The Secretary may waive the limita-
tion under subparagraph (A) if the Secretary 
determines that such a waiver is appro-
priate. 

‘‘(3)(A) The Secretary may award up to five 
scholarships for any academic year to indi-
viduals who did not receive assistance under 
this section for the preceding academic year. 

‘‘(B) Not more than one scholarship award-
ed under subparagraph (A) may be awarded 
to an individual who is an employee of the 
Department when the scholarship is award-
ed. 

‘‘(b) SERVICE AGREEMENT FOR SCHOLARSHIP 
RECIPIENTS.—(1) To receive financial assist-
ance under this section an individual shall 
enter into an agreement to accept and con-
tinue employment in the Department for the 
period of obligated service determined under 
paragraph (2). 

‘‘(2) For the purposes of this subsection, 
the period of obligated service for a recipient 
of financial assistance under this section 
shall be the period determined by the Sec-
retary as being appropriate to obtain ade-
quate service in exchange for the financial 
assistance and otherwise to achieve the goals 
set forth in section 7901(a) of this title. In no 
event may the period of service required of a 
recipient be less than the period equal to two 
times the total period of pursuit of a degree 
for which the Secretary agrees to provide the 
recipient with financial assistance under this 
section. The period of obligated service is in 
addition to any other period for which the 
recipient is obligated to serve on active duty 
or in the civil service, as the case may be. 

‘‘(3) An agreement entered into under this 
section by a person pursuing an doctoral de-
gree shall include terms that provide the fol-
lowing: 

‘‘(A) That the period of obligated service 
begins on a date after the award of the de-
gree that is determined under the regula-
tions prescribed under section 7906 of this 
title. 

‘‘(B) That the individual will maintain sat-
isfactory academic progress, as determined 
in accordance with those regulations, and 
that failure to maintain such progress con-
stitutes grounds for termination of the fi-
nancial assistance for the individual under 
this section. 

‘‘(C) Any other terms and conditions that 
the Secretary determines appropriate for 
carrying out this section. 

‘‘(c) AMOUNT OF ASSISTANCE.—(1) The 
amount of the financial assistance provided 
for an individual under this section shall be 
the amount determined by the Secretary as 
being necessary to pay— 

‘‘(A) the tuition and fees of the individual; 
and 

‘‘(B) $1500 to the individual each month (in-
cluding a month between academic semes-
ters or terms leading to the degree for which 
such assistance is provided or during which 
the individual is not enrolled in a course of 
education but is pursuing independent re-
search leading to such degree) for books, lab-
oratory expenses, and expenses of room and 
board. 

‘‘(2) In no case may the amount of assist-
ance provided for an individual under this 
section for an academic year exceed $50,000. 

‘‘(3) In no case may the total amount of as-
sistance provided for an individual under 
this section exceed $200,000. 

‘‘(4) Notwithstanding any other provision 
of law, financial assistance paid an indi-
vidual under this section shall not be consid-
ered as income or resources in determining 
eligibility for, or the amount of benefits 
under, any Federal or federally assisted pro-
gram. 

‘‘(d) REPAYMENT FOR PERIOD OF UNSERVED 
OBLIGATED SERVICE.—(1) An individual who 
receives financial assistance under this sec-
tion shall repay to the Secretary an amount 
equal to the unearned portion of the finan-
cial assistance if the individual fails to sat-
isfy the requirements of the service agree-
ment entered into under subsection (b), ex-
cept in certain circumstances authorized by 
the Secretary. 

‘‘(2) The Secretary may establish, by regu-
lations, procedures for determining the 
amount of the repayment required under this 
subsection and the circumstances under 
which an exception to the required repay-
ment may be granted. 

‘‘(3) An obligation to repay the Secretary 
under this subsection is, for all purposes, a 
debt owed the United States. A discharge in 
bankruptcy under title 11 does not discharge 
a person from such debt if the discharge 
order is entered less than five years after the 
date of the termination of the agreement or 
contract on which the debt is based. 

‘‘(e) WAIVER OR SUSPENSION OF COMPLI-
ANCE.—The Secretary shall prescribe regula-
tions providing for the waiver or suspension 
of any obligation of a individual for service 
or payment under this section (or an agree-
ment under this section) whenever non-
compliance by the individual is due to cir-
cumstances beyond the control of the indi-
vidual or whenever the Secretary determines 
that the waiver or suspension of compliance 
is in the best interest of the United States. 

‘‘(f) INTERNSHIPS.—(1) The Secretary may 
offer a compensated internship to an indi-
vidual for whom financial assistance is pro-
vided under this section during a period be-
tween academic semesters or terms leading 
to the degree for which such assistance is 
provided. Compensation provided for such an 
internship shall be in addition to the finan-
cial assistance provided under this section. 

‘‘(2) An internship under this subsection 
shall not be counted toward satisfying a pe-
riod of obligated service under this section. 

‘‘(g) INELIGIBILITY OF INDIVIDUALS RECEIV-
ING MONTGOMERY GI BILL EDUCATION ASSIST-
ANCE PAYMENTS.—An individual who receives 
a payment of educational assistance under 
chapter 30, 31, 32, 34, or 35 of this title or 
chapter 1606 or 1607 of title 10 for a month in 
which the individual is enrolled in a course 
of education leading to a doctoral degree in 
information security is not eligible to re-
ceive financial assistance under this section 
for that month. 
‘‘§ 7903. Education debt reduction program 

‘‘(a) AUTHORITY.—(1) Subject to the avail-
ability of appropriations, the Secretary shall 
establish an education debt reduction pro-
gram under which the Secretary shall make 
education debt reduction payments under 
this section to qualified individuals eligible 
under subsection (b) for the purpose of reim-
bursing such individuals for payments by 
such individuals of principal and interest on 
loans described in paragraph (2) of that sub-
section. 

‘‘(2)(A) For each fiscal year, the Secretary 
may accept up to five individuals into the 
program established under paragraph (1)who 
did not receive such a payment during the 
preceding fiscal year. 

‘‘(B) Not more than one individual accept-
ed into the program for a fiscal year under 
subsection (A) shall be a Department em-
ployee as of the date on which the individual 
is accepted into the program. 

VerDate Aug 31 2005 06:28 Nov 18, 2006 Jkt 059060 PO 00000 Frm 00121 Fmt 4634 Sfmt 0634 E:\RECORDCX\T37X$J0E\H26SE6.REC H26SE6m
m

ah
er

 o
n 

P
R

O
D

P
C

24
 w

ith
 C

O
N

G
-R

E
C

-O
N

LI
N

E



CONGRESSIONAL RECORD — HOUSEH7472 September 26, 2006 
‘‘(b) ELIGIBILITY.—An individual is eligible 

to participate in the program under this sec-
tion if the individual— 

‘‘(1) has completed a doctoral degree a doc-
toral degree in computer science or elec-
trical or computer engineering at an accred-
ited institution of higher education during 
the five-year period preceding the date on 
which the individual is hired; 

‘‘(2) is an employee of the Department who 
serves in a position related to information 
security (as determined by the Secretary); 
and 

‘‘(3) owes any amount of principal or inter-
est under a loan, the proceeds of which were 
used by or on behalf of that individual to pay 
costs relating to a doctoral degree in com-
puter science or electrical or computer engi-
neering at an accredited institution of high-
er education. 

‘‘(c) AMOUNT OF ASSISTANCE.—(1) Subject 
to paragraph (2), the amount of education 
debt reduction payments made to an indi-
vidual under this section may not exceed 
$82,500 over a total of five years, of which not 
more than $16,500 of such payments may be 
made in each year. 

‘‘(2) The total amount payable to an indi-
vidual under this section for any year may 
not exceed the amount of the principal and 
interest on loans referred to in subsection 
(b)(3) that is paid by the individual during 
such year. 

‘‘(d) PAYMENTS.—(1) The Secretary shall 
make education debt reduction payments 
under this section on an annual basis. 

‘‘(2) The Secretary shall make such a pay-
ment— 

‘‘(A) on the last day of the one-year period 
beginning on the date on which the indi-
vidual is accepted into the program estab-
lished under subsection (a); or 

‘‘(B) in the case of an individual who re-
ceived a payment under this section for the 
preceding fiscal year, on the last day of the 
one-year period beginning on the date on 
which the individual last received such a 
payment. 

‘‘(3) Notwithstanding any other provision 
of law, education debt reduction payments 
under this section shall not be considered as 
income or resources in determining eligi-
bility for, or the amount of benefits under, 
any Federal or federally assisted program. 

‘‘(e) PERFORMANCE REQUIREMENT.—The 
Secretary may make education debt reduc-
tion payments to an individual under this 
section for a year only if the Secretary de-
termines that the individual maintained an 
acceptable level of performance in the posi-
tion or positions served by the individual 
during the year. 

‘‘(f) NOTIFICATION OF TERMS OF PROVISION 
OF PAYMENTS.—The Secretary shall provide 
to an individual who receives a payment 
under this section notice in writing of the 
terms and conditions that apply to such a 
payment. 

‘‘(g) COVERED COSTS.—For purposes of sub-
section (b)(3), costs relating to a course of 
education or training include— 

‘‘(1) ) tuition expenses; and 
‘‘(2) all other reasonable educational ex-

penses, including fees, books, and laboratory 
expenses; 
‘‘§ 7904. Preferences in awarding financial as-

sistance 
‘‘In awarding financial assistance under 

this chapter, the Secretary shall give a pref-
erence to qualified individuals who are oth-
erwise eligible to receive the financial assist-
ance in the following order of priority: 

‘‘(1) Veterans with service-connected dis-
abilities. 

‘‘(2) Veterans. 
‘‘(3) Persons described in section 4215(a)(B) 

of this title. 

‘‘(4) Individuals who received or are pur-
suing degrees at institutions designated by 
the National Security Agency as Centers of 
Academic Excellence in Information Assur-
ance Education. 

‘‘(5) Citizens of the United States. 
‘‘§ 7905. Requirement of honorable discharge 

for veterans receiving assistance 
‘‘No veteran shall receive financial assist-

ance under this chapter unless the veteran 
was discharged from the Armed Forces under 
honorable conditions. 
‘‘§ 7906. Regulations 

‘‘The Secretary shall prescribe regulations 
for the administration of this chapter. 
‘‘§ 7907. Termination 

‘‘The authority of the Secretary to make a 
payment under this chapter shall terminate 
on July 31, 2017.’’. 

(b) GAO REPORT.—Not later than three 
years after the date of the enactment of this 
Act, the Comptroller General shall submit to 
Congress a report on the scholarship and 
education debt reduction programs under 
chapter 79 of title 38, United States Code, as 
added by subsection (a). 

(c) APPLICABILITY OF SCHOLARSHIPS.—Sec-
tion 7902 of title 38, United States Code, as 
added by subsection (a), shall apply with re-
spect to financial assistance provided for an 
academic semester or term that begins on or 
after August 1, 2007. 

(d) CLERICAL AMENDMENT.—The tables of 
chapters at the beginning of such title, and 
at the beginning of part V of such title, are 
amended by inserting after the item relating 
to chapter 78 the following new item: 
‘‘79. Information Security Education 

Assistance Program ..................... 7901’’. 

The SPEAKER pro tempore. Pursu-
ant to the rule, the gentleman from In-
diana (Mr. BUYER) and the gentleman 
from California (Mr. FILNER) each will 
control 20 minutes. 

The Chair recognizes the gentleman 
from Indiana. 

Mr. BUYER. Mr. Speaker, as chair-
man of the Committee on Veterans’ Af-
fairs, I rise in strong support of H.R. 
5835, and I yield myself such time as I 
may consume. 

Mr. Speaker, having moved H.R. 5835, 
as amended, the Veterans Identity 
Credit Security Act of 2006, I, along 
with Ranking Member LANE EVANS and 
Acting Ranking Member BOB FILNER, 
Chairman DAVIS, and Ranking Member 
WAXMAN of the Committee on Govern-
ment Reform, Chairman WALSH and 
Ranking Member EDWARDS on the Ap-
propriations Subcommittee on Mili-
tary Quality of Life and Veterans Af-
fairs, and other members of this body 
introduced this legislation on July 19, 
2006. 

Since 2000, the Veterans’ Affairs 
Committee and our subcommittees 
have held 16 hearings on information 
technology at the Department of Vet-
erans Affairs, and as a subset, informa-
tion security issues. These hearings 
have covered a variety of IT issues, in-
cluding the budget, organization, au-
thorities, actions VA has taken regard-
ing its IT programs, and of course in-
formation security. 

Last year, the House passed H.R. 4061 
to address problems in IT at the VA. 
The Senate and the administration can 
best be described as having stiff-armed 
us in our proposals to centralize the IT 

architecture at the VA, opting for 
more of what they call now a federated 
model, or what I will also refer to as an 
incremental approach. That is how 
they wanted to proceed. Then bad 
things happened. 

This summer, we held 8 hearings in 
response to the May 3 theft of a loaned 
lap-top belonging to the VA that held 
the sensitive personal data of 26.5 mil-
lion veterans and 2.2 million Guard and 
Reserve component servicemembers 
and families. We heard from 23 wit-
nesses during our hearings. These wit-
nesses included the VA’s Secretary, the 
Inspector General, the General Coun-
sel, as well as others from academia, 
the Government Accountability Office, 
and experts in data security, informa-
tion technology management, and 
identity theft. 

Mr. Speaker, I applaud Secretary of 
Veterans Affairs Jim Nicholson for his 
stated commitment to making the VA 
the gold standard in information secu-
rity. H.R. 5835, as amended, will pro-
vide the Secretary with some of the 
tools needed to make the VA that gold 
standard and set an example for the 
Federal Government. 

H.R. 5835, as amended, provides the 
chief information officer the authority 
to enforce information security in the 
Department. It also requires a monthly 
briefing to the Secretary on VA’s com-
pliance with the Information Security 
Management Act of 2002, which we 
refer to as FISMA. 

Mr. Speaker, Chairman TOM DAVIS of 
the Committee on Government Reform 
and I have worked together coopera-
tively, and our staffs, on a provision in 
the bill, and the Committee on Govern-
ment Reform has waived consideration 
of H.R. 5835. Included in this bill is a 
part of Chairman DAVIS’ work product, 
and I want to thank him for his co-
operation, along with Mr. WAXMAN. 

I would, in addition, also like to 
thank Chairman MIKE OXLEY of the 
Committee on Financial Services, who 
has waived consideration on this bill, 
and the committee will continue to 
work with these two committees on 
this legislation as we move forward 
with the Senate. 

Mr. Speaker, the letters that I have 
here in my hand between the two com-
mittees and the Veterans’ Affairs Com-
mittee regarding H.R. 5835, in which 
they have waived jurisdiction, are sub-
mitted as follows for the CONGRES-
SIONAL RECORD. 

HOUSE OF REPRESENTATIVES, 
COMMITTEE ON VETERANS’ AFFAIRS, 

Washington, DC, September 12, 2006. 
Hon. TOM DAVIS, 
Chairman, House Committee on Government Re-

form, Washington, DC. 
DEAR CHAIRMAN DAVIS: I am writing re-

garding your committee’s jurisdictional in-
terest in H.R. 5835, the Veterans Identity and 
Credit Security Act of 2006, and would appre-
ciate your cooperation in waiving consider-
ation of the bill by the Committee on Gov-
ernment Reform in order to allow expedited 
consideration of the legislation next week 
under suspension of the rules. 
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I acknowledge your committee’s jurisdic-

tional interest in section 2 of H.R. 5835, as or-
dered reported by the Committee on Vet-
erans’ Affairs. Any decision by the Com-
mittee on Government Reform to forego fur-
ther action on the bill will not prejudice the 
Committee on Government Reform with re-
spect to its jurisdictional prerogatives on 
this or similar legislation. I will support 
your request for an appropriate number of 
conferees should there be a House-Senate 
conference on this or similar legislation. 

Finally, I will include a copy of this letter 
and your response in the Congressional 
Record when the legislation is considered by 
the House. 

Thank you for your assistance. 
Sincerely, 

STEVE BUYER, 
Chairman. 

CONGRESS OF THE UNITED STATES, 
HOUSE OF REPRESENTATIVES, 

Washington, DC, September 12, 2006. 
Hon. STEVE BUYER, 
Chairman, House Committee on Veterans Af-

fairs, Washington, DC. 
DEAR STEVE:, On July 20, 2006, the House 

Veterans’ Affairs Committee reported H.R. 
5835, the ‘‘Veterans Identity and Credit Secu-
rity Act of 2006.’’ As you know, the bill in-
cludes provisions within the jurisdiction of 
the Committee on Government Reform in-
cluding Section 2 of the bill regarding fed-
eral agency data breach notification amend-
ments under the Federal Information Secu-
rity Management Act (FISMA). 

In the interest of moving this important 
legislation forward, I agreed to waive se-
quential consideration of this bill by the 
Committee on Government Reform. How-
ever, I do so only with the understanding 
that this procedural route would not be con-
strued to prejudice the Committee on Gov-
ernment Reform’s jurisdictional interest and 
prerogatives on this bill or any other similar 
legislation. I understand this will not be con-
sidered as precedent for consideration of 
matters of jurisdictional interest to my 
Committee in the future. 

I respectfully request your support for the 
appointment of outside conferees from the 
Committee on Government Reform should 
this bill or a similar bill be considered in a 
conference with the Senate. Finally, I re-
quest that you include this letter and your 
response in the Congressional Record during 
consideration of the legislation on the House 
floor. 

Thank you for your attention to these 
matters. 

Sincerely, 
TOM DAVIS. 

HOUSE OF REPRESENTATIVES, 
COMMITTEE ON FINANCIAL SERVICES, 

Washington, DC, September 26, 2006. 
Hon. STEVE BUYER, 
Committee on Veterans Affairs, 
House of Representatives, Washington, DC. 

DEAR MR. CHAIRMAN, I am writing to con-
firm our mutual understanding with respect 
to the consideration of H.R. 5835, the Vet-
erans Identity and Credit Security Act of 
2006. This bill was introduced on July 19, 
2006, and referred to the Committees on Vet-
erans Affairs and Government Reform. I un-
derstand that committee action has already 
taken place on the bill and that floor consid-
eration is likely in the near future. 

Portions of section 4 of the bill as reported 
involve remedies for breaches in data secu-
rity. Some of these remedies, such as a cred-
it security freeze, fall within the jurisdiction 
of this Committee and could have caused the 
referral of this bill to the Committee on Fi-
nancial Services. However, given the impor-
tance and timeliness of this bill, and your’ 

willingness to work with us regarding these 
issues as the legislative process continues, 
proceedings on this bill in this Committee 
will not be necessary. However, I do so only 
with the understanding that this procedural 
route should not be construed to prejudice 
the jurisdictional interest of the Committee 
on Financial Services on these provisions or 
any other similar legislation and will not be 
considered as precedent for consideration of 
matters of jurisdictional interest to my com-
mittee in the future. Furthermore, should 
these or similar provisions be considered in a 
conference with the Senate, I would expect 
members of the Committee on Financial 
Services be appointed to the conference com-
mittee on these provisions. 

Finally, I would ask that you include a 
copy of our exchange of letters in the Con-
gressional Record during the consideration 
of this bill. If you have any questions regard-
ing this matter, please do not hesitate to 
call me. I thank you for your consideration. 

Yours truly, 
MICHAEL G. OXLEY, 

Chairman. 

HOUSE OF REPRESENTATIVES, 
COMMITTEE ON VETERANS’ AFFAIRS, 

Washington, DC, September 26, 2006. 
Hon. MICHAEL G. OXLEY, 
Chairman, House Committee on Financial Serv-

ices, Washington, DC. 
DEAR CHAIRMAN OXLEY, Thank you for 

your recent letter regarding your commit-
tee’s jurisdictional interest in H.R. 5835, the 
Veterans Identity and Credit Security Act of 
2006. I appreciate all of your efforts to expe-
dite consideration of this important legisla-
tion. 

I acknowledge your committee’s jurisdic-
tional interest in portions of section 4 of the 
bill as ordered reported by the Committee on 
Veterans’ Affairs, which involve remedies for 
breaches in data security. I further acknowl-
edge that some of these remedies, such as a 
credit security freeze, fall within the juris-
diction of your committee, and could have 
been referred to the Committee on Financial 
Services. I appreciate your cooperation in al-
lowing speedy consideration of the legisla-
tion. We will continue to work with your 
Committee regarding these issues as the leg-
islative process continues. 

I agree that your decision to forego further 
action on the bill will not prejudice the Com-
mittee on Financial Services with respect to 
its jurisdictional prerogatives on this or 
similar legislation. I will support your re-
quest for an appropriate number of conferees 
should there be a House-Senate conference 
on this or similar legislation. 

Finally, I will include a copy of your letter 
and this response in the Congressional 
Record when the legislation is considered by 
the House. Thank you for your assistance. 

Sincerely, 
STEVE BUYER, 

Chairman. 

Mr. Speaker, H.R. 5835, as amended, 
requires notification to Congress and 
individuals in the event of a data 
breach. The bill would require the VA 
to conduct a data breach analysis, and 
if the Secretary deems necessary, to 
provide credit protection at the request 
of affected individuals. This protection 
may include a credit freeze, identity 
theft insurance and/or credit moni-
toring. 

The bill also requires a report on the 
feasibility of using an independent 
number for identification in lieu of the 
Social Security Number. 

This bill also includes a scholarship 
and loan repayment program to pro-

vide the Secretary with a recruitment 
and retention tool to attract qualified 
people in the area of information tech-
nology and information security to 
work at the VA. 

Mr. Speaker, I reserve the balance of 
my time. 

Mr. FILNER. Mr. Speaker, I yield 
myself such time as I may consume. 

As Chairman BUYER stated, a near 
catastrophe occurred in early May of 
this year when a lap-top containing 26 
million names and data, Social Secu-
rity data and some medical data, was 
stolen from a VA employee’s home. 
Now, this theft of data was not just 
human error, it was not just an acci-
dent, it was not just bad luck. As Mr. 
BUYER had been pointing out for many 
years, this was a systemic problem, a 
problem of incredibly bad management 
of cyberinformation at the VA, a lack 
of cybersecurity, a lack of centraliza-
tion of responsibility for cybersecurity, 
and it could have resulted in identity 
theft for millions of our Nation’s vet-
erans. 

We were lucky. Apparently, the lap- 
top was recovered before the names 
were stolen. Although I don’t have 100 
percent confidence in that judgment, 
that is what we think right now. But 
the Committee on Veterans’ Affairs, 
under the leadership of Chairman 
BUYER, saw this as a wake-up call, a 
time to change failed policies, a time 
to change directions. Under the leader-
ship of Chairman BUYER, the Com-
mittee on Veterans’ Affairs took this 
wake-up call as an opportunity to 
change the way things were going, to 
change a backward culture, and to 
bring the VA into the 21st century. 

Now, Mr. BUYER had been saying such 
things about the need for cybersecurity 
and the need for centralization for 
many years. I have to say, Mr. BUYER, 
that I admire your persistence and 
your lack of discouragement when peo-
ple did not pay attention. We should 
have. But we are now, and we thank 
you for doing all that work at a time 
when people did not pay much atten-
tion. 

I think you have, you have set up a 
model here in the bill that other De-
partments in the government should be 
looking at. You have set up a model 
where we can in fact say to the people 
who our government is serving, we are 
protecting your identity, we are pro-
tecting your data, we are making sure 
that if there is any breach of that, we 
will take these steps to make sure you 
don’t have any losses, either material 
or psychological. And that was a real 
problem in the VA which you recog-
nized. 

When this data was stolen, there was 
incredible fear throughout the country, 
because the VA did not have the steps 
ready to take to assure the veterans 
that they would not suffer any mate-
rial or other loss. So, Mr. BUYER, I 
thank you for working not only in a bi-
partisan manner, but bicameral and 
bicommittee. You brought everybody 
into the process. 
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The committee held hours and hours 

of hearings. We checked out all the ex-
pertise in the country. Our chairman, 
Mr. BUYER, brought expertise from all 
around the Nation. I think we took the 
role of oversight that is appropriate for 
every committee in this Congress, that 
is, we had a problem with the executive 
branch, we went to work to make sure 
that we had the knowledge, we had the 
information, we had the attention of 
the executive branch; and this bill is a 
result of that effort. 

I think Mr. BUYER described what 
was in the bill. I just want to point out 
that it establishes data breach notifi-
cation requirements, it makes sub-
stantive changes to how the VA ad-
dresses information technology, and it 
clarifies how the VA is to comply with 
the Federal Information Security Man-
agement Act of 2002. 

b 2200 

Most importantly, it provides vet-
erans with the tools that they can use 
immediately to protect themselves in 
the case of future data breaches. If a 
veteran’s data is compromised, they 
can immediately request that a fraud 
alert be placed on their credit files for 
a period of 1 year, as well as a credit 
security freeze. 

It also mandates that the VA under-
take an independent analysis of any 
data breach, and if it is determined 
that a reasonable risk of misuse exists, 
then the VA will provide a range of re-
mediation services, including making 
available data breach analysis, credit 
reports, credit monitoring services, and 
identity theft insurance. 

Finally, and again, Mr. BUYER, your 
creativity here was very important, 
knowing that an agency like the VA, 
which does not have the background or 
information or expertise, you said let’s 
create a scholarship fund so we can 
train people in this area and that the 
VA can fund and then draw on that new 
expertise to improve its services in the 
cybersecurity area. 

So, again, I think this is a model for 
other agencies to look at, the way you 
looked at a problem and not only tried 
to solve it, but moved us forward with 
a real creative program of scholarship 
and loan forgiveness that I think will 
help students in our Nation and, of 
course, help our Federal Government. 

The VA Secretary, Mr. Nicholson, 
has stated that the goal now is to 
make the VA the gold standard in data 
security. I hope he takes advantage of 
this bill to allow him to reach that 
goal. 

I thank Chairman BUYER for the way 
he undertook the oversight, the bipar-
tisan way we approached this bill, the 
drawing on all the Members for their 
ideas and their expertise, and I urge us 
all to support this bill. 

Mr. Speaker, I reserve the balance of 
my time. 

Mr. BUYER. Mr. Speaker, I yield my-
self such time as I may consume. 

Mr. Speaker, I will cherish the sin-
cerity of the compliment from Mr. FIL-

NER. I do not question his commitment 
nor his motive to the service of vet-
erans in this country. I think members 
of the committee over the last 14 years 
have recognized that Mr. FILNER and I 
have had some real battles, but at the 
same time, when it comes to this par-
ticular issue on IT, there is no dif-
ference. We walk together in lockstep. 

It is not just Mr. FILNER and I. It is 
the entire committee over the years we 
have taken this on, even when I 
chaired the oversight investigations. 
So I appreciate the commitment on 
both sides on improving the IT infra-
structure. 

I also want to compliment the Gov-
ernment Reform Committee, because 
they have taken this issue on over the 
years. 

Mr Speaker, I yield 4 minutes to the 
gentleman from Virginia (Mr. TOM 
DAVIS), chairman of the Government 
Reform Committee, and thank him for 
his cooperation in working with our 
committee. He introduced his own bill 
on notification provisions. He worked 
with us and waived jurisdiction. We in-
corporated that in our bill. 

Mr. TOM DAVIS of Virginia. Chair-
man BUYER, I thank you and Mr. FIL-
NER for your leadership on this. 

Secure information is the lifeblood of 
effective government policy and man-
agement, yet Federal agencies con-
tinue to hemorrhage vital data. Recent 
losses of personal information compel 
us to ask, what is being done to protect 
the sensitive digital identities of mil-
lions of Americans, and how can we 
limit the damage when personal data 
goes astray? 

As we all now know, a Department of 
Veterans Affairs employee reported the 
theft of computer equipment from his 
home, equipment that stored more 
than 26 million records containing per-
sonal information. VA leadership de-
layed acting on the report for almost 2 
weeks while millions were at risk of se-
rious harm from identity theft and the 
agency struggled to determine the 
exact extent of the breach. 

But this is only one in a long string 
of personal information breaches in the 
public and private sectors, including fi-
nancial institutions, data brokerage 
companies, and academic institutions. 
Just last week, we learned the Census 
Bureau cannot account for 1,100 laptops 
issued to employees. These breaches il-
lustrate how far we have to go to reach 
the goal of strong, uniform govern-
ment-wide information security poli-
cies and procedures. 

On our committee, we focused on 
government-wide information manage-
ment security for a long time. The Pri-
vacy Act and the E-Government Act of 
2002 outline the parameters for the pro-
tection of personal information. These 
recent incidents highlight the impor-
tance of establishing and following se-
curity standards for safeguarding per-
sonal information. They also highlight 
the need for the proactive security 
breach notification requirements for 
organizations, including Federal agen-

cies, that deal with sensitive personal 
information. 

Congress has been working on re-
quirements for the private sector, but 
Federal agencies present unique re-
quirements and challenges, and these 
incidents demonstrate that we need to 
strengthen laws and rules protecting 
personal information held by Federal 
agencies. 

Given the VA incident, and in order 
to get a more complete picture of the 
problems before pursuing legislation, 
our Committee sent a request to every 
Cabinet agency seeking information 
about data breaches. 

The results are in, and they are trou-
bling. We have learned there has been a 
wide range of incidents involving data 
loss or theft, privacy breaches and se-
curity incidents. In almost all of these 
cases, Congress and the public would 
not have learned of such events unless 
we had requested the information. This 
history of withholding incidents has to 
stop. 

Our committee bill, which has been 
incorporated as a manager’s amend-
ment in section 2, requires that timely 
notice be provided to individuals whose 
sensitive personal information could be 
compromised by a breach of data secu-
rity at a Federal agency. 

Despite the volume of sensitive infor-
mation held by agencies, until now 
there has been no requirement that 
people be notified if their information 
is compromised. Under this legislation, 
the administration must establish 
practices, procedures, and standards 
for the agencies to follow if sensitive 
personal information is lost or stolen 
and there is reasonable risk of harm to 
an individual; and we provide a clear 
definition of the type of sensitive infor-
mation we are trying to protect. We 
also give the agency CIOs the author-
ity when appropriate and authorized to 
ensure that agency personnel comply 
with the information security laws 
that are already on the books. 

Finally, we ensure that costly equip-
ment containing potentially sensitive 
information is accounted for and se-
cure. Half of the lost Census Bureau 
computers simply weren’t returned by 
departing or terminated employees. 
The agency did not track computer 
equipment, nor were employees held 
accountable for failing to return it. 
This is taxpayer-funded equipment con-
taining sensitive information, and we 
have to know who has it at all times. 

Each year our committee releases in-
formation security score cards. This 
year the VA earned an F, the second 
consecutive year and fourth time in 
the past 5 years the Department re-
ceived a failing grade, and the govern-
ment overall got a D-plus. 

Our Federal Government has sen-
sitive personal information on every 
citizen, health records, tax returns, 
military records. If our government 
can’t secure this information, who can? 
We need to ensure the public knows 
when its sensitive personal information 
has been lost or compromised in some 
way. 
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I again want to commend my col-

leagues, Chairman BUYER, Ms. PRYCE, 
Mr. SWEENEY, Mr. FILNER, all who rec-
ognize the importance of securing per-
sonal information held by agencies. I 
appreciate their work in supporting 
this issue. The provisions we have in-
cluded in this bill are a great first step. 
If new policies and procedures are not 
forthcoming quickly or if they fail to 
have the teeth to get the job done, we 
will revisit the matter. 

Mr. FILNER. Mr. Speaker, I yield 
myself such time as I may consume. 

Mr. Speaker, again, to have the 
chairman of another committee testify 
to working together is really I think a 
good model. So thank you again, Mr. 
Chairman. 

Mr. Speaker, I yield such time as she 
may consume to the gentlewoman from 
South Dakota (Ms. HERSETH), the rank-
ing member of our Economic Opportu-
nities Subcommittee of the VA com-
mittee, a lady who has left much of her 
fingerprints on this bill. We thank you 
for your expertise, your real ability to 
stick to the issues here. 

Ms. HERSETH. Mr. Speaker, I want 
to thank Mr. FILNER for yielding. I 
would like to congratulate both Chair-
man BUYER and Ranking Member Fil-
ner for their hard work in bringing this 
urgently needed bill to the House floor. 
I appreciated working with them both 
in the many oversight hearings to re-
view the VA’s information technology 
management system. 

The Veterans Identity and Credit Se-
curity Act is the result of judicious bi-
partisan work by members and staff of 
the House Veterans’ Affairs Com-
mittee, working closely with those on 
the Government Reform Committee; 
and it is an important step towards 
safeguarding the personal information 
of our Nation’s veterans. 

Now, I share the frustration of my 
colleagues regarding the repeated fail-
ures of the VA’s information tech-
nology management and the theft in 
May of the personal data of as many as 
26.5 million veterans and servicemem-
bers from a VA employee’s home. 

While we are all relieved the laptop 
containing this data has been recov-
ered and authorities have found no evi-
dence that the data has been accessed, 
the data breach raised serious concerns 
about the VA’s information security. It 
is clear that we dodged a bullet. 

Perhaps the most frustrating aspect 
of the security breach was the previous 
recommendations and warnings by the 
General Accounting Office and the 
VA’s Inspector General were not given 
adequate consideration. The Depart-
ment’s inexcusable and unacceptable 
inaction was disrespectful to the brave 
men and women who serve the country. 

As my colleagues have outlined, the 
Veterans Identity and Credit Security 
Act would require the VA to report to 
Congress after any data theft and to 
provide credit monitoring and fraud re-
mediation services to affected individ-
uals. The bill creates an Under Sec-
retary for Information Services, sets 

conditions of contracting with the VA 
for work dealing with sensitive per-
sonal information, and establishes a 
scholarship program for students pur-
suing doctorates in information tech-
nology, security or computer engineer-
ing. 

I believe these important changes to 
the VA’s information technology man-
agement structure are essential to bet-
ter protecting the personal information 
of our Nation’s veterans and their fam-
ilies. While there is no perfect solution, 
given the magnitude of this problem, 
not only for the VA but so many other 
Federal agencies, as the gentleman 
from Virginia just described, this legis-
lation is an important step in the right 
direction. 

I encourage my colleagues to support 
it. 

Mr. BUYER. Mr. Speaker, the gen-
tleman from South Carolina has re-
quested 2 minutes of me, and I have 
great fear that the slowest talking man 
from the First District of South Caro-
lina may not make the mark. But let’s 
see how he does. 

I yield 2 minutes to the gentleman 
from South Carolina (Mr. BROWN), the 
chairman of the Health Subcommittee 
of the Committee on Veterans’ Affairs. 

Mr. BROWN of South Carolina. Mr. 
Speaker, I thank my friend, the chair-
man, for yielding me this time; and I 
hope I can make it in 2 minutes. 

This is an important issue, one which 
the committee has addressed not only 
by this legislation, but also through 
hearings and meetings of members of 
the committees, officials from the VA, 
and representatives of our Nation’s 
veterans organizations. 

As chairman of the Committee’s Sub-
committee on Health, I led the com-
mittee’s effort to understand the 
health-related impact of the recent 
loss of computers by the Veterans Ad-
ministration. While this summer’s 
computer loss regrettably saw the 
theft of VA data, this incident did not 
see the security of veterans health 
records compromised. 

Indeed, recent events, such as the 
VA’s response to Katrina, have shown 
the value of electronic medical records. 
During the aftermath of that disaster, 
VA doctors and nurses were able to 
treat without interruption patients 
transferred from VA facilities in New 
Orleans because of the VA’s reliance on 
electronic medical records. All patient 
records were backed up, secured, trans-
ported and were back online and avail-
able almost immediately. 

That said, we should not let the bene-
fits of portable electronic records of 
any kind conflict with the need to keep 
them secure. Medical records contain a 
great deal of confidential personal in-
formation; and if those records get in 
the hands of the wrong people, it would 
pose a real problem and even in some 
cases, perhaps a national security risk. 

For that reason, Congress needs to 
remain vigilant in order to ensure 
against the loss of all information by 
the VA. The VA itself needs to be 

proactive in maintaining the integrity 
of the health records. Lastly, our sol-
diers and their families need to con-
tinue to feel secure with VA having 
guardianship over those records. 

In closing, I thank the chairman and 
the ranking member for their leader-
ship on this issue and for introducing 
this important legislation. I urge all 
Members to support H.R. 5835. 

Mr. FILNER. Mr. Speaker, I reserve 
the balance of my time. 

Mr. BUYER. Mr. Speaker, I am so 
proud of my friend from South Caro-
lina for delivering those remarks with-
in the limits of time. 

Mr. Speaker, I yield 2 minutes to the 
gentleman from Arkansas (Mr. 
BOOZMAN). 

Mr. BOOZMAN. Mr. Chairman, I 
want to congratulate you for your 
leadership and really appreciate all the 
hard work. This has been a difficult 
thing to get to the floor. Also I want to 
thank Mr. FILNER and Ms. HERSETH and 
again the staffs on both sides that have 
worked so very, very hard to, like I 
say, get this thing done. 

I rise in strong support of H.R. 5835, 
and I would like to highlight section 7 
of the bill. This section would create a 
scholarship and debt reduction pro-
gram at VA to encourage recruitment 
of new personnel with Ph.D.s in infor-
mation security, computer engineering 
or electrical engineering from an ac-
credited institution of higher learning. 
This is so we can attract and secure 
the best talent possible at the VA’s IT 
department. 

This section would allow the Sec-
retary to award scholarships or repay-
ment of education debts to future VA 
employees. The scholarships would not 
exceed $200,000, or $50,000 per year, per 
person. Debt reduction payments would 
not exceed $82,500 over a total of 5 
years of participation, or $16,500 per 
year in the program. The recipients 
would also be required to agree to a pe-
riod of obligated service at the Depart-
ment of not less than 2 years for every 
1 year of tuition paid. 

This is a great way to attract tal-
ented people at the VA. I urge my col-
leagues to support H.R. 5835. 

b 2215 
Mr. BUYER. I appreciate the chair-

man’s contribution to the bill. He 
chairs the Economic Opportunity Sub-
committee on Veterans Affairs. 

At this time, I yield 2 minutes to Mr. 
MURPHY of Pennsylvania, who also 
worked with us on the bill. He had his 
own bill, H.R. 6109, dealing with 
encryption; and we worked with the 
gentleman. We have three legacy plat-
forms which are basically older oper-
ating systems. We were not able to 
achieve everything the gentleman has 
been seeking, but I want to appreciate 
the gentleman’s sincerity and his effort 
and want to continue to work with the 
gentleman. 

Mr. MURPHY. Mr. Speaker, I am in 
support of H.R. 5835 and commend the 
distinguished chairman for his hard 
work for veterans. 
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We all know veterans deserve the 

best from the Federal Government fol-
lowing their service. Unfortunately, on 
two separate occasions there were 
some major breaches which raised the 
risk of identity theft and fraud. In 
May, the VA announced a laptop com-
puter containing personal information 
of 26 million veterans and spouses had 
been stolen; and, in August, a desktop 
with personal and health information 
of 38,000 veterans was stolen from a 
subcontractor performing insurance 
collections for VA medical centers in 
Pittsburgh and Philadelphia. 

These losses are totally unaccept-
able. Identity theft touches the lives of 
more than 10 million Americans per 
year, and our veterans deserve better 
protection of their records. The bill be-
fore us would provide better protec-
tions, and these are important steps, 
and we should support the underlying 
bill. 

In addition to H.R. 5835, I introduced 
last week H.R. 6109, the Stop Endan-
gering the Records of Veterans, or the 
SERV Act. This bill would require the 
VA to physically secure and encrypt all 
veterans’ personal records held by the 
Department. The VA announced in Au-
gust that it will add enhanced 
encryption systems to all the Depart-
ment’s laptop and desktop computers. 
Today may not be the day for Congress 
to pass the requirements of H.R. 6109, 
since a great deal of technical work is 
currently taking place to define how 
these encryptions should take place 
with the system, but I look forward to 
joining Chairman BUYER and my col-
leagues in energetic oversight of the 
VA’s implementation of encryption 
standards on this data. 

Mr. Speaker, America’s veterans 
have given blood, sweat, and tears for 
our Nation from the world wars to the 
current operations in Iraq and Afghani-
stan. They have earned peace of mind 
when it comes to their critical personal 
information. Today, the House is help-
ing to ensure the mistakes of this year 
will not happen again. 

Again, I commend the leadership of 
Chairman BUYER and all the members 
of the Veterans Committee, and I urge 
my colleagues to support H.R. 5835. 

Mr. BUYER. At this time, I would 
like to yield 1 minute to the gentleman 
from San Diego, California (Mr. 
BILBRAY), who helped us work on the 
provisions of the bill. 

Mr. BILBRAY. Mr. Speaker, I rise in 
support of the bill and would like to 
thank the chairman of the committee 
for this legislation, and I would like to 
thank the ranking member, my old 
friend, Mr. FILNER from San Diego. 

Let me just say, sincerely, I think 
this is what America wants, this is 
what our veterans need. I think it is a 
great bipartisan cooperative effort. 

The fact is that there are challenges 
under today’s new technology opportu-
nities we have that can be used or 
abused, and hopefully this bill will be 
able to tighten up the procedures to 
make sure we reflect those new reali-
ties. 

Mr. Speaker, I in no little way want 
to praise both sides of the aisle for 
doing what is right for our veterans. 
Hopefully, we have been able to avoid a 
major problem in the past and with 
this legislation will make sure that no 
major problem occurs. 

The identity and the personal records 
of our veterans are cherished posses-
sions that we hold in the Federal Gov-
ernment, and we want to maintain 
those for the veterans and not allow it 
to leak out. 

I thank very much both the ranking 
member but, most importantly, the 
chairman of the full committee. 

Mr. BUYER. Mr. Speaker, I reserve 
the balance of my time. 

Mr. FILNER. Mr. Speaker, again, I 
think this is an incredibly good bill. It 
shows the way we ought to work as a 
Congress and as a committee. Again, I 
thank one more time Mr. BUYER for his 
leadership and urge passage of the bill. 

I yield back the balance of my time. 
Mr. BUYER. Mr. Speaker, I want to 

thank you for allotting the time for us 
to bring this bill to the floor. This is 
bipartisan legislation. It reflects pro-
posals introduced in this Chamber over 
the past months. I thank the Members 
and staff who contributed to this legis-
lation. I am especially grateful for the 
support of LANE EVANS and BOB FILNER 
in moving this bill through the com-
mittee and to the floor. 

I want to thank Chairman DAVIS and 
Ranking Member WAXMAN of the Gov-
ernment Reform Committee in our 
work on the FISMA component of the 
bill. I also would like to thank Chair-
man OXLEY and Ranking Member 
FRANK of the Financial Services Com-
mittee for their assistance in moving 
this bill to the floor, as well as the Ap-
propriations Subcommittee on Mili-
tary Quality of Life and Veterans Af-
fairs Chairman WALSH and Ranking 
Member EDWARDS, and to recognize 
again that information security is cru-
cial to our veterans and have provided 
valuable support for this legislation. 

I also commend Mr. BILIRAKIS and 
Mr. STRICKLAND, the chairman and 
ranking member of the Subcommittee 
on Oversight and Investigations, for 
their oversight of IT at the VA. I am 
indebted to the chairmen and ranking 
members of the committee’s Sub-
committees on Health, Disability As-
sistance and Memorial Affairs and Eco-
nomic Opportunity for their help in re-
viewing the VA’s data security and 
coming up with this legislation. 

Mr. Speaker, several Members intro-
duced legislation after the May 3 loss, 
including Representatives HOOLEY, 
SALAZAR, and BILBRAY from the Com-
mittee on Veterans Affairs. Represent-
atives BLACKBURN, ANDREWS, DRAKE, 
CAPITO, and GRANGER also introduced 
legislation, and all of this legislation 
was taken into account to create this 
product that has come to the floor. So 
this is a pretty good work product, to 
also include that of the gentleman 
from Pennsylvania. 

I also want to thank the Sub-
committee on Oversight and Investiga-

tions; the staff director, Art Wu; and 
minority staff director, Lynn Sistek, 
for their work on this legislation. 

Mr. Speaker, I urge my colleagues to 
support our veterans by passing H.R. 
5835, the Veterans Identity and Credit 
Security Act of 2006. This legislation 
will safeguard the sensitive personal 
information of veterans, and help lay 
the groundwork for a national solution 

Ms. WATERS. Mr. Speaker, I rise in support 
of H.R. 5835, the Veterans Identity and Credit 
Security Act. 

Earlier this year, millions of veterans saw 
their economic security threatened when sev-
eral VA computers were stolen from a Vet-
erans Administration (VA) employee’s home. 
While it appears that no veteran was a victim 
of ID theft, the VA was ill-prepared to deal 
with the lost of this highly personal and con-
fidential information. 

While I am pleased to support this bill, 
which will help safeguard veterans’ personal 
information in the future, I urge this Congress 
to immediately pass legislation that will protect 
all Americans from ID theft, not just our vet-
erans. The threat of ID theft is too important 
to ignore any longer. 

Data security is an issue that we have la-
bored over for months, and while this will pro-
tect America’s veterans from breaches of data 
security, the American public wants Congress 
to act to protect its private information as well. 

As many of my colleagues have outlined 
during the debate today, this bill takes several 
steps to empower the VA to combat ID theft. 
It creates a new Office of the Under Secretary 
for Information Services within the Depart-
ment. The bill also requires the VA to notify af-
fected individuals when sensitive, personal in-
formation held by VA is lost, stolen, or other-
wise compromised. In addition, the bill re-
quires the VA to provide services to alleviate 
any loss those individuals might suffer, if the 
Secretary of VA determines there is a risk that 
the compromised information could be used in 
a criminal manner. Another important provision 
in the bill requires contractors to pay damages 
to VA if the compromised information was 
under the contractors’ control. The combina-
tion of these provisions represents a well 
thought through piece of legislation. 

Mr. Speaker, having ones identity stolen can 
unleash a lifetime of problems for its victims. 
It can impair buying a home, applying for jobs 
and loans as well as a host of other problems. 

I am pleased to support this bill to help pro-
tect our veterans from these personal and 
economic pitfalls. I urge my colleagues to sup-
port this bill. 

Mr. STEARNS. Mr. Speaker, I rise to sup-
port H.R. 5835, the Veterans Identity and 
Credit Security Act of 2006. I was deeply con-
cerned that nearly 27 million veterans may 
have been affected by a data security breach 
of record proportions, that could have com-
promised sensitive, personal information. 
Twenty-six-and-a-half million veterans, and 2.2 
million Guards, Reservists, and active duty 
servicemembers, were at risk. Fortunately, we 
recovered the stolen laptop and forensic anal-
ysis revealed the data was uncompromised. 
While it turned out that no veterans’ informa-
tion was jeopardized, it was a lesson in care-
lessness that cannot be repeated. We have 
learned from this incident what steps we must 
take to (a) change the organizational structure 
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and requirements at the VA, and (b) design a 
meaningful package of action items we will de-
liver for veterans should a breach ever occur 
again. Now we must implement them. 

Unfortunately, data breaches like this high-
light the need for legislation I have authored: 
H.R. 4127, the Data Accountability and Trust 
Act (DATA). This bill, which the Energy and 
Commerce Committee has passed, goes to 
the heart of this problem of the critical need to 
protect consumers’ personal information. Let’s 
fix this. 

I thought, and Chairman BUYER agreed, that 
while we are instructing the VA when they 
must notify veterans, let’s not limit ourselves 
to notification by ‘‘snail mail’’. I appreciate the 
Chairman’s incorporating my language into 
H.R. 5835. The standard of business practice 
is—if a consumer or veteran in this case pre-
fers—to communicate in writing by e-mail, be-
cause it is immediate and portable. What if a 
veteran is now in the Florida National Guard, 
serving in Iraq, and suffers a breach? We 
would not want him or her to wait for a hard 
copy letter to make its way. Secondary to pro-
viding better service to the veteran, this would 
save tremendous money to the VA, money 
better spent on veterans health care and serv-
ices: I understand the May 2006 notification 
mailing cost the VA about $7 million. 

Through both of my Committee seats, I will 
continue to take an active role in ensuring that 
veterans, and all consumers, feel confident 
and secure about their financial and personal 
information. And, thank you, Chairman BUYER, 
for your steadfast leadership on this issue for 
years. 

Mr. BILIRAKIS. Mr. Speaker, I ask unani-
mous consent to revise and extend my re-
marks. 

Mr. Speaker, I rise in strong support of H.R. 
5835, the Veterans Identity and Credit Secu-
rity Act of 2006, as amended, and thank 
Chairman BUYER for his leadership in bringing 
this legislation to the floor. I also want to thank 
my colleagues from other Committees and 
across the aisle for the bipartisan effort that 
brought this bill to the floor. This is an impor-
tant piece of legislation that aims to improve 
information security at the Department of Vet-
erans Affairs (VA), and may set VA as an ex-
ample for other federal departments and agen-
cies. 

H.R. 5835, as amended, provides the tools 
for VA to improve information security and 
strengthens the role of the Chief Information 
Officer (CIO). The legislation, requires the 
Secretary to provide the CIO with the authority 
over VA information technology (IT) to include 
information security, personnel, resources, and 
infrastructure. These authorities include over-
sight of the activities, policies, processes, and 
systems of VA IT. 

Last October, as Chairman of the Sub-
committee on Oversight and Investigations, I 
joined Chairman BUYER, Ranking Member 
EVANS, Subcommittee on Oversight and Inves-
tigations Ranking Member STRICKLAND and 
other distinguished Members to introduce H.R. 
4061, the Department of Veterans Affairs In-
formation Technology Management Improve-
ment Act, to centralize the authority of the 
CIO. Last November, the House unanimously 
passed H.R. 4061 with a vote of 408–0. I re-
member Chairman BUYER standing on this 
floor, sharing the failures of VA IT projects and 
the millions of dollars spent on major IT pro-
grams that have failed to assist in making the 

delivery of benefits to veterans faster, safer, 
and more efficient. I stand here today because 
of another VA failure in IT, with another piece 
of legislation to reform VA IT and ask mem-
bers to unite and show support for our vet-
erans by passing H.R. 5835, as amended. 

Since 2000, there have been 16 hearings of 
the House Committee on Veterans’ Affairs and 
its Subcommittees on VA IT. This summer 
alone the Committee on Veterans’ Affairs held 
eight hearings on IT and information security, 
two of which were at the Subcommittee level. 
The House Committee on Veterans Affairs has 
been anything but lax in its review of VA IT, 
and I am confident that oversight of VA IT will 
continue following my retirement. 

It has been an honor to serve in this body 
and as a member of the House Committee on 
Veterans’ Affairs for the past 24 years, and 
passing H.R. 5835, would be another way for 
me to honor and protect the veterans I have 
served during my time in Congress. I urge my 
colleagues to vote in favor of H.R. 5835, as 
amended. 

Mr. MICHAUD. Mr. Speaker, I rise today in 
strong support of H.R. 5835, the Veterans 
Identity and Credit Security Act. 

Earlier this year, VA experienced a major 
breach in the data security of millions of vet-
erans. Their very identities and financial lives 
were put at risk. Thanks to the efforts of law 
enforcement, and a great deal of luck, this 
breach did not turn into a disaster. 

While for many, this breach came as a sur-
prise, the reality is that VA leadership has 
been warned repeatedly that VA’s information 
security program is weak and could be com-
promised. The Veterans Affairs Committee 
has been calling on the VA to make changes. 
The VA’s Inspector General and the GAO 
have issued report after report raising signifi-
cant concerns about weaknesses in the secu-
rity of VA’s data and information systems. The 
sad reality is that this data breach, while larger 
than any other, was not unique. 

We do a disservice to the men and women 
who have served our Nation and their families 
if we allow VA’s information security policies 
and practices to continue as the status quo. 

H.R. 5835 moves the VA toward greater IT 
security. It will create a clear line of responsi-
bility through the Office of the Under Secretary 
for Information Security. It will put in place 
policies to improve IT security, notification and 
remediation. In cases of identity theft, this bill 
will help veterans recover their identities and 
their lives. 

I also believe that the provisions in this bill 
supporting further education in IT security are 
innovative and extremely important for ad-
dressing this challenge in the future. 

I want to congratulate the members of the 
Veterans Affairs Committee, especially Chair-
man BUYER and Mr. FILNER, for working quick-
ly to move this important legislation forward. 

I urge my colleagues to support this bill. 
Mr. SWEENEY. Mr. Speaker, I rise in strong 

support of the Managers Amendment to H.R. 
5835, the Veterans Identity and Credit Secu-
rity Act of 2006. 

Over the past 5 months, data security inci-
dents at the Department of Veterans Affairs, 
State Department and Census Bureau have 
raised concern over the use of secure data at 
these and other Federal agencies. 

The VA learned that an employee took 
home electronic records of 26.5 million vet-
erans and 2.2 active-duty soldiers from the 
VA, which he was not authorized to do. 

A hacker at the State Department gave 
thieves access to a finite amount of informa-
tion, access to data and passwords. 

The census bureau lost track of over 1,000 
laptops, some of which contained sensitive 
personal information. 

Americans secure information was put at 
extreme risk and raised concerns about data 
security in the Federal Government to a whole 
new level. 

GAO reports released in July 2005 and 
again in March of 2006, revealed despite 
progress in implementing Federal require-
ments to protect information and systems, the 
24 major Federal agencies’ experienced con-
tinued pervasive weaknesses in information 
security policies and practices. Their flaws put 
Federal operations, citizens personal financial 
data and assets at risk of fraud, misuse, dis-
closure and destruction. 

That is why I introduced H.R. 5820, the 
Federal Agency Data Privacy Protection Act, 
legislation that adds security measures to all 
Federal agencies data usage and administra-
tion. This manager’s amendment includes a 
number of provisions included in my legisla-
tion. 

It is important that we protect the sensitive 
information Americans provide to us so that 
we can assist them and we must provide the 
best possible responses to personal informa-
tion being placed at risk. It is critical that we 
provide proper protections to individuals who 
may be affected by these thefts. 

This amendment also extends the definition 
of what constitutes secure data so that we can 
provide the best protection for all personal in-
formation used by Federal agencies. 

Americans place their trust in the Federal 
Government to protect the information they 
provide. In this age of technology, we have an 
obligation to protect that information and serve 
the people of this Nation. I urge my colleagues 
support on this amendment. 

Ms. JACKSON-LEE of Texas. Mr. Speaker, 
I rise today to support H.R. 5835, to amend 
Title 38, United States Code 106–348, to im-
prove information management within the De-
partment of Veterans Affairs, and for other 
purposes. 

In June, the Defense Department revealed 
that the personal information of about 2.2 mil-
lion National Guard and Reserve troops was 
stolen from a government employee’s house. 
In August of this year, the Department of Vet-
erans Affairs reported that a subcontractor’s 
missing laptop contained personal information 
of some 16,000 veterans and their families 
who were treated in VA medical centers in 
Pittsburgh and Philadelphia. 

Even more astonishing is the fact that ear-
lier this month, the Commerce Department re-
ported that 1,100 of its laptops were missing 
from the last five years, some containing per-
sonal data from the U.S. Census Bureau. 

These incidences of missing sensitive per-
sonal data are no small matters of concern. All 
of us as citizens of this great country expect 
to enjoy the privilege of privacy when it comes 
to our often sensitive personal data. As we are 
all well aware, such information can be easily 
mishandled and misused to the detriment of 
anyone who becomes so-victimized. 

This reason alone is why it is crucial to pro-
vide sufficient safeguards to prevent or at the 
very least minimize the degree to which the 
privacy of sensitive personal data of our vet-
erans as well as all the citizens of this country 
may become compromised. 
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H.R. 5835 provides safeguards to: Amend 

FISMA (Federal Information Security Manage-
ment Act) to authorize the Director of OMB to 
establish data breach policies for agencies to 
follow in the event of a breach of data security 
involving the disclosure of sensitive personal 
information and which harm to an individual 
could reasonably be expected to result; 
Amend FISMA to clarify authority of Chief In-
formation Officer to enforce data breach poli-
cies and develop and maintain IT inventories; 
Amend FISMA to define sensitive personal in-
formation as ‘‘any information about an indi-
vidual maintained by an agency, including: 
education, financial transactions, medical his-
tory, criminal or employment history; informa-
tion that can be used to distinguish or trace 
the individual’s identity, including name, Social 
Security number, date and place of birth, 
mother’s maiden name, or biometric records; 
or any other personal information that is linked 
or linkable to the individual; 

Create the position of Under Secretary for 
Information Services in the VA and mandates 
that this individual serve as the VA’s CIO; 

Mandate that the office of the Under Sec-
retary for Information Services shall consist of 
the three Deputy Under Secretaries (at least 
one of whom is to be a career employee); 

Call for the VA to ensure that the CIO has 
the authority and control necessary to execute 
responsibilities under FISMA and requires an 
annual FISMA compliance report to be sub-
mitted to the Committees on Veterans’ Affairs 
of the House and Senate, the House Govern-
ment Reform Committee, and the Senate 
Homeland Security and Governmental Affairs 
Committee; it also requires a monthly report 
from the VA CIO to the VA Secretary regard-
ing compliance deficiencies; and to require im-
mediate notification by the CIO to the VA Sec-
retary of any data breach, and notice by the 
VA to the Director of OMB, VA IG, and if ap-
propriate, to the FTC and Secret Service; 

Require quarterly reports from the VA to the 
Committees on Veterans’ Affairs of the House 
and Senate on any data breach that occurred 
in the previous quarter and to also require 
prompt notice in the event of a significant data 
breach; 

Require the VA to undertake, as soon as 
possible after a data breach, an independent 
risk analysis (conducted by a non-VA entity). 
The Secretary shall then make a determina-
tion, based upon this analysis, if there exists 
a reasonable risk for potential misuse of the 
compromised data. If the Secretary does de-
termine that this potential exists, then the VA 
is required to provide credit protection serv-
ices. In the event of any data breach, the VA 
shall notify all affected individuals of the 
breach and inform them that they may re-
quest, at no charge, a fraud alert and a credit 
security freeze for a period of one year. The 
notification is to clearly spell out the advan-
tages and disadvantages to requesting these 
actions; 

Require the VA to provide credit protection 
services, including data breach analysis, credit 
monitoring services and identity theft insur-
ance, to covered individuals (defined as indi-
viduals whose sensitive personal information 
is involved in a data breach, on or after Au-
gust 1, 2005 for which the Secretary deter-
mines a reasonable risk exists for the potential 
misuse of the sensitive personal information). 
Authorizes the VA to contract with other gov-
ernment agencies and credit reporting agen-
cies to provide these services; 

Require that when the VA enters into a con-
tract that the contractor shall not compromise 
any sensitive personal information. In the 
event of a breach, the contractor shall pay liq-
uidated damages (which will then be used by 
the VA to provide credit protection services); 

Require the VA to submit a report not later 
than 180 days after enactment concerning the 
feasibility of using Personal Identification Num-
bers for identification purposes in lieu of Social 
Security numbers; 

Require the President to nominate the 
Under Secretary for Information Services and 
the VA to appoint the Deputy Under Secre-
taries within 180 days of enactment. Requires 
a report on the progress of the nomination and 
appointments every 30 days. 

All of these measures are essential pieces 
to ensuring that the privacy of personal sen-
sitive data of all of our citizens is not com-
promised. We are far behind in taking action 
to ensure that integrity of information in this 
nation. This bill is an important first step. 

I urge my colleagues to support this resolu-
tion. 

Mr. WAXMAN. Mr. Speaker, I support the 
goal of H.R. 5835 to strengthen security of 
personal data held by the Government, but 
believe that more should be done. For the De-
partment of Veterans Affairs, this bill provides 
more training for employees on privacy issues, 
independent risk analysis of data breaches, 
credit freezes for persons whose data has 
been compromised, and more. This is an im-
portant step in light of recent data losses at 
the VA. 

But the detailed requirements in this bill only 
apply to the Department of Veterans Affairs. 
For the rest of the Government, none of this 
is required, even though our committee’s in-
quiries have uncovered serious breaches in 
other Federal agencies. For example, the De-
partment of Commerce recently reported the 
loss of more than 1,000 laptop computers, 
some containing census information. To pro-
tect the privacy of personal information, we 
should require increased training, account-
ability, and reporting in all Federal agencies, 
not just the VA. 

I am also concerned about the procedures 
under which this bill has come to the floor. Al-
though primarily a VA bill, this bill also in-
cludes amendments to the Federal Information 
Security Management Act, FISMA, a govern-
ment-wide law, in the jurisdiction of the Com-
mittee on Government Reform. Some of these 
provisions were in the reported version of this 
bill, and some were just added by amendment 
today from a bill introduced yesterday. None 
of these government-wide provisions were 
considered in the Committee of Government 
Reform. 

H.R. 5835 now includes 2 different defini-
tions of ‘‘sensitive personal information’’—one 
applying to the entire government under 
FISMA, and another applying to the Depart-
ment of Veterans Affairs. Had this bill pro-
ceeded through the regular committee proc-
ess, inconsistencies like this could have been 
resolved and a clearer, more comprehensive 
bill reported to the floor. I hope that Congress 
will consider additional legislation to clarify the 
patchwork of laws and regulations currently in 
place and extend stronger data security re-
quirements to the entire Federal Government. 

Mrs. JO ANN DAVIS of Virginia. Mr. Speak-
er, although the Rules of the House of Rep-
resentatives do not allow me to co-sponsor 

H.R. 5835, the Veterans Identity and Security 
Act of 2006, I wish to express my full support 
for this bill. My district is home to tens of thou-
sands of veterans from every branch of the 
military, and this legislation will be extremely 
helpful to my constituents. The recent loss of 
data affecting over 26.5 million current and 
former service members was extremely unfor-
tunate, and it became clear that the Depart-
ment’s data security and notification practices 
needed an overhaul. I believe this legislation 
will enable the Department of Veterans Affairs 
to better protect the personal identification 
data of those who have served and are serv-
ing our country, and I am pleased that we are 
taking steps to prevent these incidents in the 
future. 

As our country increasingly relies on elec-
tronic information storage and communication, 
it is imperative that our Government amend 
our information security laws accordingly. This 
legislation will help in this effort, and I am 
wholeheartedly supportive. 

Mr. BUYER. Mr. Speaker, I yield 
back the balance of my time and urge 
all Members to support this legislation. 

The SPEAKER pro tempore (Mr. 
BISHOP of Utah). The question is on the 
motion offered by the gentleman from 
Indiana (Mr. BUYER) that the House 
suspend the rules and pass the bill, 
H.R. 5835, as amended. 

The question was taken; and (two- 
thirds having voted in favor thereof) 
the rules were suspended and the bill, 
as amended, was passed. 

A motion to reconsider was laid on 
the table. 

f 

GENERAL LEAVE 

Mr. BUYER. Mr. Speaker, I ask 
unanimous consent that all Members 
have 5 legislative days in which to re-
vise and extend their remarks on H.R. 
5835. 

The SPEAKER pro tempore. Is there 
objection to the request of the gen-
tleman from Indiana? 

There was no objection. 
f 

ENCOURAGING ALL OFFICES OF 
THE HOUSE OF REPRESENTA-
TIVES TO HIRE DISABLED VET-
ERANS 

Mr. EHLERS. Mr. Speaker, I move to 
suspend the rules and agree to the reso-
lution (H. Res. 1016) encouraging all of-
fices of the House of Representatives to 
hire disabled veterans. 

The Clerk read as follows: 
H. RES. 1016 

Whereas the men and women of our armed 
forces play a central role in preserving our 
Nation’s freedom; 

Whereas disabled veterans have sacrificed 
greatly for their country; 

Whereas one way for our Nation to repay 
its debt to those disabled veterans is to help 
disabled veterans return to their previous 
lifestyle; 

Whereas Congress relies on knowledgeable 
staff to help formulate policy; 

Whereas disabled veterans provide unique 
perspectives on a range of issues, especially 
regarding national security; 

Whereas Members who are veterans or re-
servists have played a leading role through-
out the history of Congress; and 
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